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n You have two options for testing a destination:

é You can attempt to log on to the remote system. To do this, choose Remote Login. A new session
is opened for the remote system. Enter the client, your user name, and your password.

é With a connection test (7HVW�&RQQHFWLRQ), the system attempts to create a connection to the target
system and displays a table with response times. If an error message appears, check your settings.
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l 7KHUH�DUH�IRXU�W\SHV�RI�5)&�FRPPXQLFDWLRQ�
� 6\QFKURQRXV�5)&

w )RU�FRPPXQLFDWLRQ�EHWZHHQ�V\VWHPV
w )RU�FRPPXQLFDWLRQ�IURP�6$3�:HE�$SSOLFDWLRQ�6HUYHU�WR�6$3�*8,

� $V\QFKURQRXV�5)&
w )RU�FRPPXQLFDWLRQ�EHWZHHQ�V\VWHPV
w )RU�SDUDOOHO�SURFHVVLQJ

� 7UDQVDFWLRQDO�5)&
w ([WHQVLRQ�RI�DV\QFKURQRXV�5)&
w )RU�VHFXUH�FRPPXQLFDWLRQ�EHWZHHQ�V\VWHPV

� 4XHXHG�5)&
w ([WHQVLRQ�RI�WUDQVDFWLRQDO�5)&
w )RU�D�GHILQHG�SURFHVVLQJ�VHTXHQFH

2XWORRN��7\SHV�RI�5)&�FRPPXQLFDWLRQ

n RFC is a superordinate term for various implementations. V5)&�is the synchronous call of function
modules. This means that the client waits until the server has completed its processing. In an SAP
system, an RFC can also be performed asynchronously in another work process. This variant is
called D5)&.

n There is also W5)&, the transactional Remote Function Call. Transactional RFC is asynchronous and
ensures that data that is sent more than once due to network problems can be recognized at the server
side, by assigning a Transaction Identifier (TID). This allows you to prevent data being processed
more than once, leading to erroneous information in the application. Due to the asynchronous
processing, however, parameters can only be transferred from the client to the server in this case.
Returning information or status information directly is not possible.

n qRFC with Send Queue is an extension of tRFC. It creates a layer between applications and the tRFC
and only allows the tRFC to transfer a Logical Unit of Work (LUW) to the target server when its
predecessors are no longer in the associated wait queues. After a qRFC LUW is executed, the qRFC
manager automatically processes the next waiting qRFC LUW in accordance with the sequence in
the wait queue.
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n In the case of synchronous communication with an external system (such as SAP GUI), the
dispatcher rolls the program of the current dialog user out of the dialog work process as soon as the
RFC request was sent to the external system. The reason for this is that the length of time that the
external system requires to process the request is not known. As soon as the response comes back
from the external system, it is placed in the normal request queue for dialog requests and is then
processed by a dialog work process, which continues the user’s program from the same point. During
this time, the user sees the hourglass.

n The user is not rolled out for any type of asynchronous communication, as the system deals with
creating the connection and sending the RFC request. The dialog work process can continue
processing the program immediately. No direct queries can be sent to an external system using
asynchronous RFC, but can certainly be used for actions, such as storing data.
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n So that RFC functions can be performed reliably, securely, and irrespective of the availability of the
RFC server or RFC server system, WUDQVDFWLRQDO�5)&��W5)&� was introduced with SAP R/3 3.0.
This ensures that the called function module is performed RQO\�RQFH in the RFC server system.

n For transactional RFC calls, the data for an RFC function must first be stored temporarily in the SAP
system database in the RFC client system. Once the process is complete, this must be reported to the
calling ABAP program. The tRFC component in the SAP system handles everything else.

n As a database on an external system is not always available, the connection to the tRFC interface is
implemented in such a way that the client or server programs must perform a number of
administration functions on the RFC API basis to ensure that the function module is executed RQO\
RQFH.
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n If a connection error occurs during a synchronous RFC, the client repeats the call without knowing
whether the processing has already been performed. tRFC solves this problem.

n tRFC calls can even be transferred when the target system is not available. In this case, the data is
transferred at a later time, and is stored locally in the source system until then.

n Automatic job scheduling is used in the SAP system for this purpose. The job starts the function
module(s) in the partner system at a later time.

n In the case of an external tRFC client, the tRFC client itself must repeat the calls at a later time itself.

n In the SAP system, you can set tRFC parameters for the relevant connection in table RFCDES (for
connection types T, 3, and I) (Transaction 60�����'LVSOD\�DQG�0DLQWDLQ�5)&�'HVWLQDWLRQV):
é Suppress background job if communication errors occur (manual start required in transaction
60��).

é Number of attempts to create the connection.

é Interval in minutes between renewed attempts to transfer the data.
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n All calls are recorded in tables ARFCSSTATE and ARFCSDATA. Every LUW is identified with an
ID that is unique worldwide. At COMMIT WORK, the calls stored under this ID are executed on the
corresponding target system. To do this, the system function module ARFC_DEST_SHIP transports
the data to the target system and the function module ARFC_EXECUTE performs the recorded
function calls. If an error or an exception occurs during one of the calls, all of the previously
performed database operations are rolled back and an appropriate error message is written to the file
ARFCSSTATE. You can evaluate this error message using transaction 60��.

n If it was possible to successfully perform a LUW on the target system, the function module
ARFC_DEST_CONFIRM, which confirms the successful execution on the target system, is called.
Finally, the corresponding entries in ARFCSSTATE and ARFCSDATA are deleted.

n If the target system was not available, because, for example, the connection is currently inactive, the
report RSARFCSE is scheduled in the background with the ID as a parameter, and is called at
regular intervals. You can display the default values that take effect in this case by choosing
,QIRUPDWLRQ�→�6\VWHP�6HWWLQJ�in 60��. If you want to use your own setting for each destination, you
can define this using the tRFC options in transaction 60��. You can also override this setting for
each destination, user name, and so on, using the extension SAPBP0003 (maintained using
transaction &02'). If no connection is created during the designated time, the entry in
ARFCSSTATE is deleted after a certain time (defined by you in the extenstion). Scheduling the
report RSARFCDL in the background performs the deletion.
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2XWORRN��$SSOLFDWLRQ�/LQN�(QDEOLQJ

n ALE is an interface technology developed by SAP that connects application systems (SAP systems
and external systems) with a loose connection. ALE allows the systems on different platforms to
communicate. The data exchange is performed asynchronously using a data format defined by SAP,
the Intermediate Document (IDoc). SAP provides the interface technology and predefined business
processes. Customer-specific enhancement and development of scenarios is possible. ALE is one of
the main modules of the SAP Business Framework Architecture (BFA). BAPIs were integrated into
the ALE environment with SAP R/3 4.0. BAPIs have been offering a new type of interface
technology since SAP R/3 3.1G. This is an object-oriented technology and is provided with special
guarantees concerning changes by SAP. BAPIs can be used for synchronous or asynchronous
communication. For asynchronous use, BAPIs utilize ALE (and therefore IDocs as data containers).
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n IDoc, or Intermediate Document, is a document format standardized by SAP. IDoc allows you to
connect various application systems using a message-based interface. This is a data container for the
exchange between SAP systems or SAP systems and external systems. The technical characteristics
of the connection between the two systems are stored in a port description. The following port types,
that is communication channels, are supported: File interface, RFC interface, CPI-C interface, and
Internet interface.

n An IDoc can therefore be transferred using a transactional Remote Function Call (tRFC):

é Output to an SAP system: Call the transactional remote function module
’INBOUND_IDOC_PROCESS’ or ’IDOC_INBOUND_ASYNCHRONOUS (as of SAP R/3 4.0)
in the receiving SAP system. The function module reports the correct processing of the function
module to the caller.

é Output to an external system: Call the function ’INBOUND_IDOC_PROCESS’ in a receiving
external program that uses routines from the RFC library delivered by SAP. The function reports
the correct processing of the function to the caller.

é Inbound: Inbound processing is triggered by calling the inbound function
(’INBOUND_IDOC_PROCESS’ or ’IDOC_INBOUND_ASYNCHRONOUS’ (as of SAP R/3 4.0)
in the SAP system. An SAP system or an RFC-compatible external system makes the call.
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n Transaction %'�� is a tool used to monitor ALE communication.

n You can process inbound and outbound IDocs in a logical system using this tool. The IDocs are
structured hierarchically by status groups, individual status, message type, and error message and can
be selected at each of these levels. Selected IDocs can be displayed, processed immediately, or
selected using a status group-specific selection screen and then processed.

n To restrict the quantity of IDocs displayed, you can filter the status display by IDoc number, date,
message type, and partner system.
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n Serialization of tRFC LUWs:

é qRFC with Send Queue is an extension of tRFC. It creates a layer between applications and the
tRFC and only allows the tRFC to transfer a Logical Unit of Work (LUW) to the target system
when its predecessors are no longer in the associated wait queues. After a qRFC LUW is executed,
the qRFC manager automatically processes the next waiting qRFC LUW in accordance with the
sequence in the wait queue.

é qRFC with Send Queue allows the serialization of tRFC LUWs in the sending system.

é qRFC can be used with any target system that supports tRFC (SAP systems, or external systems
that use the RFC library).
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n Use qRFC with Receive Queue if an application wants to determine the processing time of incoming
qRFC LUWs in the target system itself, or if all LUWs are to be stored as quickly as possible in the
SAP target system.

n Using qRFC with Receive Queue requires a number of enhancements to the tRFC protocol, so that
the target system can be informed that the currently incoming LUW should only be stored in the
qRFC Receive Queue.

n The application must use the standard qRFC function modules to inform the qRFC manager of the
sending system that qRFC is to be used with the Receive Queue in the target system. Depending on
the sending system, an application must then call a function module in an SAP system or a new API
provided in the RFC library to transfer a wait queue name and optionally a wait queue counter to the
target system.
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n Monitoring tools are implemented in the qRFC area to allow better monitoring and error analysis:

é 604�� Monitor the Outbound Queue

é 604�� Monitor the Inbound Queue

é SMQR QIN Scheduler: Display the Registered Queues

n For detailed documentation, see the following Word document on the SapservX in the directory:
ftp://sapserv3/general/R3server/abap/note.0390592/QRFCMonitoring46D25.doc.
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n A loose connection of components is not the appropriate solution in all cases. Some components
require a close integration to avoid delay times. Creating a close integration of different components
manually can affect the flexibility and reliability of the systems. The SAP R/3 Plug-Ins for
mySAP.com components solve this problem by combining the flexibility of separate components
with the advantages of close, automated, cross-component integration. SAP R/3 Plug-Ins are
provided and maintained by SAP and they are closely integrated into mySAP.com components. SAP
R/3 Plug-Ins support the extraction of data and information that is relevant for each business process
and supports the transport at the right time to the appropriate mySAP.com components.

n For this data transport, the qRFC interface is very often used for the individual mySAP.com
components. However, as the SAP R/3 System does not send any data to other component systems
without Plug-Ins, the Plug-In implements the sending of the data from the application functions
using Business Add-Ins (BAdIs).

n For example, this is done for the communication between an SAP R/3 System and a CRM server for
any kind of data exchange (such as orders, customers, and so on).
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0RQLWRULQJ�5HPRWH�&RQQHFWLRQV��([HUFLVHV
1R� ([HUFLVHV
� 6HW�XS�D�UHPRWH�FRQQHFWLRQ
1.1 You are to set up a remote connection to the other system on your server.

The group that is using the '(9�system sets up a connection to the 4$6
system.

The group that is using the 4$6�system sets up a connection to the '(9
system.

� 7HVW�WKH�FUHDWHG�UHPRWH�FRQQHFWLRQ
2.1 Test the connection.

2.2 Attempt to log on to the remote system.
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0RQLWRULQJ�5HPRWH�&RQQHFWLRQV��6ROXWLRQV
1R� 6ROXWLRQV
� 6HW�XS�D�UHPRWH�FRQQHFWLRQ
1.1 <RX�DUH�WR�VHW�XS�D�UHPRWH�FRQQHFWLRQ�WR�WKH�RWKHU�V\VWHP�RQ�\RXU

VHUYHU�
7KH�JURXS�WKDW�LV�XVLQJ�WKH�'(9�V\VWHP�VHWV�XS�D�FRQQHFWLRQ�WR�WKH
4$6�V\VWHP�
7KH�JURXS�WKDW�LV�XVLQJ�WKH�4$6�V\VWHP�VHWV�XS�D�FRQQHFWLRQ�WR�WKH
'(9�V\VWHP�

To set up a remote connection, switch to the window 'LVSOD\�DQG�0DLQWDLQ
5)&�'HVWLQDWLRQV. To do this, choose 7RROV�→�$GPLQLVWUDWLRQ�→�6\VWHP
$GPLQLVWUDWLRQ�→�$GPLQLVWUDWLRQ�→�1HWZRUN�→�5)&�'HVWLQDWLRQ�(transaction
60��) and choose &UHDWH� Enter a name for the destination (such as
�6,'!BWHVW, the connection type �, and a short description. Choose 6DYH.

Under 7HFKQLFDO�6HWWLQJV��enter the name of your server in the field 7DUJHW
KRVW and the instance number of the target system in the 6\VWHP�QXPEHU
field.

Under /RJRQ�6HFXULW\, enter a valid user and password for the remote
system.

� 7HVW�WKH�FUHDWHG�UHPRWH�FRQQHFWLRQ
2.1 7HVW�WKH�FRQQHFWLRQ�

Choose 7HVW�FRQQHFWLRQ. The system attempts to create a connection to the
remote system, and, if the connection is correctly set up and the target
system is accessible, displays a list of response times.

2.2 $WWHPSW�WR�ORJ�RQ�WR�WKH�UHPRWH�V\VWHP�
Choose 5HPRWH�/RJLQ. The system opens a new session for the SAP
system, if the connection is correctly set up. If you have not defined any user
data when setting up the connection, enter client, user name and password
now.
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n The Solution Architect is the evaluation and implementation portal for mySAP.com solutions that
provides tools, content, and methods for a quick and effective implementation of mySAP.com. The
first version of the Solution Architect concentrates mainly on supporting the implementation phase in
the Customer Engagement Lifecycle. The contents of the Solution Architect are based on Best
Practices for mySAP.com, where the focus is on mySAP CRM and mySAP SCM. However, the
Solution Architect can also be used to implement mySAP.com Solutions without Best Practices
content, to perform all important tasks during a mySAP.com implementation project with the
Solution Architect. In general, we expect the tool to be available as of Q1/2002.

n The Solution Manager (SAP Standard Software) provides a central service and Support Portal for the
optimal technical implementation and the cost-effective and effective operation of a mySAP.com
solution. This is ensured using standardized (self) services that lead the customer through the
Solution Management Scope, Solution Management Implementation, and Solution Management
phases, and facilitates the transfer of knowledge in the context of mySAP.com operation. In addition
to the actual software portal, there is a philosophy behind the Solution Manager concerning the
implementation and securing of the operation of a mySAP.com solution. SAP has therefore
developed a program that is specially tailored to customers with complex processes and system
landscapes. To extend the integration and consistency throughout the lifecycle, the Solution
Architect and the Solution Manager permanently widen their data integration, to share or exchange
information about the scope of implementation processes or the installed mySAP.com system
landscape.
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The SAP Solution Manager provides the following functions to support your mySAP.com solution.

n Predictive and Proactive Services: EarlyWatch Alert ,GoingLive Check, GoingLive Functional
Upgrade Check, and GoingLive Euro Conversion Check.

n Continuous Improvement Services: Solution Management Review Service (SMR), and Solution
Management Optimization Services (SMO)

n Best Practices for Solution Management: Documents and services that are based on SAP’s
experience from productive customer installations.

n Application and System Monitoring: Technical monitoring of your mySAP.com solution including
the availability of interfaces, individual system components, business process monitoring, Service
Level, and a graphical alert monitor.

n SAP Support Desk: Central message management for all mySAP solutions (including attached files
or error contexts), interface to SAPNet - R/3 Frontend, SAP Notes database search and automatic
import of SAP Notes (Note Assistant), and the customer solution database for customer-specific
questions and answers.

n SAP Remote Support: Security solution for Microsoft NetMeeting using SAProuter, remote access
through Internet connections, and end user GHVNWRS�DSSOLFDWLRQ�VKDULQJ�with SAP experts.
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n The SAP Solution Manager can be installed in a mySAP Workplace system with SAP Basis 4.6D or
higher. In this case, the functions of the Solution Manager are provided in the context of a mySAP
Workplace role. Alternatively, the SAP Solution Manager can be installed in an SAP R/3 System
with SAP R/3 4.6C. In this case, the functions of the Solution Manager are provided in the context of
an SAP transaction. Each alternative is different in terms of its system requirements and the function
of the 6$3�6XSSRUW�'HVN component.

n The 6$3�6XSSRUW�'HVN component allows you to build efficient internal support for SAP problems.
In the context of a mySAP Workplace installation of the SAP Solution Manager, it provides message
processing (SAP Support Message) that is optimized from performance and utilization points of
view. In the context of an installation on an applicaton server, SAP Support Line Feedback is
introduced, providing extensive functions for the provision of professional support services. For
more detailed information about the functions of the SAP Support Desk, see SAP Note 383069. On
this basis, there are three ideal types of system configuration for the installation of the SAP Solution
Manager:
Option 1: Installation in a mySAP Workplace system or SAP Web Application Server 6.10 or higher.
Option 2: Installation in a standard SAP R/3 application system.
Option 3: Installation in a mySAP Workplace system and additional installation of a standard SAP
R/3 application system for dealing with the extended functions of the SAP Support Desk.
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The following is a list of services relevant for your solution landscape. Some of
these may be new, appearing as a result of changes to your
solution landscape. Others may be services that you are still processing. The
services listed here may take the following forms:

       °   Self-Services that you can perform using the Solution Manager

n The basic information that the Solution Manager requires is defined in the Solution Scope area. In
the first step you define a new system landscape to describe your mySAP.com solution. You can
create the requirements and the technical realization using your SAP systems in this Solution
Landscape.
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DEV
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SAP R/3

'(9 4$6 35'

n All systems that are to be monitored must be defined with a graphical tool. At least one system must
be defined in this way so that you can use Service Level Reporting. You must enter descriptive
attributes such as: the SID, the installation number (for SAP systems), and the system type (SAP R/3,
SAP CRM, SAP BW, and so on) for every system. Creating a system has other consequences. You
can schedule and monitor weekly EarlyWatch alerts for these systems.
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The following is a list of services that are relevant for your solution landscape.
Some of these may be new, appearing as a result of  changes to your solution landscape.
Others may be services that you are still processing. The services listed here
may take the following forms:

      * Self-Services that you can perform using the Solution Manager

Refresh Help

Create Archive

Additional Information

Additional Information

$FFHVV�WR�6HUYLFHV�IRU�<RXU�6ROXWLRQ

n The Operations Portal area allows you to access various SAP services directly. Various service types
are offered in these three areas:

é Self services, such as IT reporting, SQL cache analysis, ABAP coding analysis, but also Upgrade
Guides, technical implementation guides, and the operations handbook.

é Remote services, such as the SAP EarlyWatch Alert Service, SAP EarlyWatch service, SAP
Going Live Check, and SAP Going Live Functional Upgrade Check.
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n You can easily order services using the SAP Solution Manager. The consultant performing the
service with employees has two options for performing the service. It can be performed in the
Solution Manager system with the Service Session Workbench at the customer site. A second option
is the consultant loads data about the customer system onto his or her laptop. The consultant can then
perform the service on this laptop offline at the customer site or elsewhere. SAP provides back office
support during the performance of the service (for example, for a check of the generated report).
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The following is a list of services that are relevant for your solution landscape.
Some of these may be new, appearing as a result of changes to your solution landscape.
Others may be services that you are still processing. The services listed here
may take the following forms:
 
           * Self-Services that you can perform using the Solution Manager

ArchiveCreate

Additional Information

Additional Information

Analysis data is being transferred

$ERXW�WKH�6HUYLFH�/LVW

HelpRefresh

Create in archive

Close

Put in Processä

n There are services to monitor your systems in the monitoring area. These include the EarlyWatch
Alert or the Service Level Report, which automatically provide you with regular reports (in HTML
or Microsoft Word format) about the current status of your mySAP.com solution. You only need to
schedule these services once. They then collect data about your systems regularly, aggregate it, and
evaluate it.
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n The Support Portal of the SAP Solution Manager provides a complete IT infrastructure for providing
back office support with message handling for your mySAP.com solution. The system on which the
SAP Solution Manager is installed is used here as a central collection point for all support messages
that are created in your SAP systems.
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n All end users can send a message to your back office from any SAP transaction by choosing +HOS�→
&UHDWH�6XSSRUW�0HVVDJH. This message is sent directly to the Solution Manager using an RFC
connection. It is possible to sort the message using components and to assign an urgency level to the
message. External files can, of course, be included.
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n The back office department can view and process the messages created by the end users in the
Solution Manager. To solve any end user problems, support has direct access to all SAP Notes, their
own customer solutions database, and other documents and tools that are provided by SAP on the
SAP Service Marketplace. After a successful search for a problem solution, support can send the
message back to the user with a description of the solution. In urgent cases or for very special
problems, support can forward the error message to SAP through the SAP Service Marketplace.
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n Large sums of money are lost every year due to IT failures that are apparently unpredictable and
occur without warning. The new SAP EarlyWatch Alert service applies itself to exactly this
situation. This proactive service monitors your SAP system at regular periods. You are therefore
always informed about the current status and performance of your system, meaning that system
bottlenecks and possible problems can be identified and avoided in advance. Once set up, the SAP
EarlyWatch Alert Service runs fully automatically. The results of the SAP EarlyWatch Alert Service
provide you with a status report on your system and form the basis of other SAP services. The SAP
EarlyWatch Alert, like all other SAP remote services, uses the Service Data Control Center for data
collection and transfer. You specify the time and frequency of the service once. After this, the
service runs automatically, from the collection of the data to the provision of the results. You can
view the collected data or change the service at any time. The EarlyWatch Alert Service is part of the
new SAP service and support infrastructure, and is provided free of charge. It is available as of SAP
R/3 3.0D, and includes all mySAP.com components. The data transferred by the EarlyWatch Alert
Service is used to update system-related data in SAPNet, which is used for many other SAP services.
The maintenance effort of this data is therefore greatly reduced. Likewise, customer messages can be
processed more efficiently, as the SAP support employees always have access to the most up to date
data about your system internally at SAP. SAP also uses the transferred data from production
customer systems in aggregated and anonymized form for the continual extension and improvement
of SAP services and products.
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n You install and start the EarlyWatch Alert by installing and setting up the 6HUYLFH�'DWD�'RZQORDG
(SDCC) component. The component must be set up on the system on which the Solution Manager is
to be run and on all systems that supply it. All of the steps listed below must be performed on all of
these systems, unless explicitly stated otherwise. The necessary transports to install this component
are in the Basis transport in SAP Note 116095. This step can be skipped if you are already using
version 2.2 or higher. You can check this by viewing the dialog box displayed by calling transaction
6'&&�and choosing menu path ,QIRUPDWLRQ�→�$ERXW�→�$ERXW�6'&& (if the menu path does not
exist, you are using an older version). Ensure that the RFC destination 6$3266 exists in your system
and that it is possible to connect to the SAPNet - R/3 frontend system with it. Ensure that a
62/87,21B0$1$*(5 RFC destination that points to the Solution Manager system exists in all of
the SAP systems to which the Solution Manager is to deliver analysis data. The RFC destination
must have a valid user and password, as the logon is performed in a background job. Call transaction
6'&&. If a dialog box appears, asking whether the $XWRPDWLF�6HVVLRQ�0DQDJHU (ASM) should be
started, answer <HV. Enter the valid RFC destinations that transaction 6'&&�is to use. To do this, call
transaction 6'&& and start the 'HIDXOW�5)&�'HVWLQDWLRQ�dialog by choosing 0DLQWHQDQFH�→�5HPRWH
(QYLURQPHQW�→�3UHGHILQHG�7DUJHW�'HVWLQDWLRQV. In the 6$3�6HUYLFH�6\VWHPV�area, enter the RFC
destination 6$3266. In the P\6$3�FRP�6XSSRUW�:RUNSODFH�V\VWHP�area, enter the RFC destination
62/87,21B0$1$*(5. Leave this field empty on the system on which the Solution Manager
component is to be operated. Update the service definitions using transaction 6'&& by choosing
0DLQWHQDQFH�→�8SGDWH�→�6HUYLFH�'HILQLWLRQV.
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n The data about your system collected by the EarlyWatch Alert and automatically analyzed by SAP is
provided for you in the form of a report. You can download this report quickly and easily from the
SAP Service Marketplace. Alternatively, the results are displayed in your mySAP.com Support
Workplace. The Service Report provides you with current information about the status and
performance development of your system at any time,  so you can identify and avoid system
bottlenecks in advance. It also serves as a weekly status report for your SAP system.

n The report covers the following areas:

é General system status

é System configuration

é Performance development

é Critical error messages and process terminations

é Database administration
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n With IT Reporting, SAP provides a preconfigured service that is tailored precisely to your
mySAP.com solution. The IT Reports that are generated are important tools throughout the entire
lifecycle of your system landscape. In addition, you can define single transactions or complete
business processes that should be particularly closely monitored by the IT monitoring. You can
define threshold values, so that warnings are generated as soon as these thresholds are exceeded. For
example, you can have IT Reporting inform you that the transaction for creating customer orders
(9$��) has response times exceeding 3 seconds.
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6HUYLFH�/HYHO�5HSRUW�&RQILJXUDWLRQ
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+ next open check

New lines

n To use Service Level Reporting (the technical realization of IT Reporting in the Solution Manager),
the following steps are required:

é You must first state all of the systems for which the reporting is to be performed.

é In the next step, you must define what is to be evaluated in the context of the reporting. You can
configure this using the link 6HWXS�6/�5HSRUWLQJ. The Service Level Report is generated based on
these settings.

é The EarlyWatch Alert Service, which also runs regularly in your system landscape, collects the
data that is required for Service Level Reporting. It should therefore run as short a time as possible
(one day) before Service Level Reporting.

n It is possible to define multiple, differently configured Service Level Reports in a Solution
Landscape.
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6$3�6ROXWLRQ

5HJXODU�6HUYLFH�/HYHO�5HSRUW

060719924711

n IT Reporting provides you with the final report that includes various views of the technical details of
your solution, among other things. Information about the performance and availability of a solution
can be taken from this over long periods of time.
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DQ�6$3�ODQGVFDSH
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l 3HUIRUP�,7�UHSRUWLQJ

<RX�DUH�QRZ�DEOH�WR�

6$3�6ROXWLRQ�0DQDJHU��6XPPDU\
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6ROXWLRQ�0DQDJHU��([HUFLVHV
1R� ([HUFLVHV
� ,QVWDOOLQJ�WKH�6ROXWLRQ�0DQDJHU
1.1 &KHFN�ZKHWKHU�WKH�6ROXWLRQ�0DQDJHU�LV�LQVWDOOHG�DV�DQ�$GG�2Q�LQ�\RXU

V\VWHP�

� 6HWWLQJ�8S�D�1HZ�6ROXWLRQ�/DQGVFDSH
2.1 'HILQH�D�QHZ�6ROXWLRQ�/DQGVFDSH��$'0�����LQ�WKH�6ROXWLRQ�0DQDJHU��7R

GR�WKLV��ILUVW�GHILQH�WKH�V\VWHP�RQ�ZKLFK�WKH�6ROXWLRQ�0DQDJHU�LV
LQVWDOOHG��(QWHU�DQ\�FXVWRPHU�QXPEHU�IRU�WKLV��EXW�WKH�FRUUHFW
LQVWDOODWLRQ�QXPEHU��'R�QRW�DOORZ�FRQQHFWLRQ�WR�6$3��7KHQ�GHILQH�WKH
V\VWHPV�LQ�\RXU�V\VWHP�ODQGVFDSH�

2.2 &KHFN�ZKHWKHU�WKH�6ROXWLRQ�0DQDJHU�LV�FRUUHFWO\�VHW�XS�
7KH�WKUHH�VXSSRUW�SRUWDOV�DUH�QRZ�GLVSOD\HG�IRU�WKH�$'0����6ROXWLRQ
/DQGVFDSH�WKDW�\RX�KDYH�VHW�XS�
&KHFN�ZKHWKHU�WKH�MRE��60�(;(&�6(59,&(6�LV�VFKHGXOHG�
&KHFN�ZKHWKHU�WKH�5)&�FRQQHFWLRQ�'(67B�6,'!BBB��LV�VHW�XS�
<RX�KDYH�QRZ�VXFFHVVIXOO\�VHW�XS�WKH�6ROXWLRQ�0DQDJHU�
<RX�FDQ�RSWLRQDOO\�FRQILJXUH�WKH�VDWHOOLWH�V\VWHPV�LQ�WKH�IROORZLQJ
H[HUFLVH�

� �2SWLRQDO��&RQILJXUDWLRQ�RI�WKH�VDWHOOLWH�V\VWHPV�
3.1 6WDUW�WKH�6HUYLFH�'DWD�&RQWURO�&HQWHU��WUDQVDFWLRQ�6'&&��WR�FRQILJXUH

WKH�VDWHOOLWH�V\VWHPV��6FKHGXOH�WKH�$XWRPDWLF�6HVVLRQ�0DQDJHU�
3.2 &KHFN�ZKHWKHU�WKH�VDWHOOLWH�V\VWHP�LV�VHW�XS�FRUUHFWO\�

4XHU\�LQ�WKH�6ROXWLRQ�0DQDJHU�ZKLFK�VXSSRUW�VHVVLRQV�FDQ�EH�UXQ�RQ
WKH�VDWHOOLWH�V\VWHP��7R�GR�WKLV��FKRRVH�5HIUHVK�6HVVLRQV�
&KHFN�ZKHWKHU�WKH�MRE��$872B6(66,21B0$1$*(5��LV�VFKHGXOHG�
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6ROXWLRQ�0DQDJHU��6ROXWLRQV
1R� 6ROXWLRQV
� ,QVWDOOLQJ�WKH�6ROXWLRQ�0DQDJHU
1.1 &KHFN�ZKHWKHU�WKH�6ROXWLRQ�0DQDJHU�LV�LQVWDOOHG�DV�DQ�$GG�2Q�LQ�\RXU

V\VWHP�
Start transaction 6$,17. There you can see the installed Add-On component
67 with the description 6$3�6ROXWLRQ�$UFKLWHFW�	�0DQDJHU. Alternatively, you
can display the SAP system data from any transaction by choosing 6\VWHP
→�6WDWXV. Choosing &RPSRQHQW�,QIRUPDWLRQ also displays the installed
Solution Manager package.

� 6HWWLQJ�8S�D�1HZ�6ROXWLRQ�/DQGVFDSH
2.1 'HILQH�D�QHZ�6ROXWLRQ�/DQGVFDSH��$'0�����LQ�WKH�6ROXWLRQ�0DQDJHU��7R

GR�WKLV��ILUVW�GHILQH�WKH�V\VWHP�RQ�ZKLFK�WKH�6ROXWLRQ�0DQDJHU�LV
LQVWDOOHG��(QWHU�DQ\�FXVWRPHU�QXPEHU�IRU�WKLV��EXW�WKH�FRUUHFW
LQVWDOODWLRQ�QXPEHU��'R�QRW�DOORZ�FRQQHFWLRQ�WR�6$3��7KHQ�GHILQH�WKH
V\VWHPV�LQ�\RXU�V\VWHP�ODQGVFDSH�
Start transaction 62/87,21B0$1$*(5 (or '6:3). Create a new Solution
Landscape. To do this, choose 1HZ. Enter any number for the requested
customer number. Enter the correct installation number for your system (see
6\VWHP�→�6WDWXV). Uncheck the flag: $OORZ�FRQQHFWLRQ�WR�6$3.

Now define the systems in your system landscape. In the 6ROXWLRQ�6FRSH
area, choose the function &UHDWH�(GLW�6\VWHP�/DQGVFDSH. Here, you must
enter the SID of the satellite system and an RFC connection to this system.
Confirm the production system landscape in the input window by choosing
6DYH���1H[W�2SHQ�&KHFN. Choose the 5���6\VWHP�/DQGVFDSH scenario and
then choose 6DYH���1H[W�2SHQ�&KHFN�twice. Then enter the SID and the
installation number of the satellite system.�You can select 6$3�5���as the
system type. Set the $FWLYDWH�flag and then choose 6DYH���1H[W�2SHQ�&KHFN
twice.

The system automatically creates an RFC connection to the satellite system
with the entries in the following window. Enter the name of your application
server, your system number and the password of the &605(*�user
(62/0$1) in client ����for each satellite system. Choose 6DYH and return to
your Solution Landscape.

2.2 &KHFN�ZKHWKHU�WKH�6ROXWLRQ�0DQDJHU�LV�FRUUHFWO\�VHW�XS�
7KH�WKUHH�VXSSRUW�SRUWDOV�DUH�QRZ�GLVSOD\HG�IRU�WKH�$'0����6ROXWLRQ
/DQGVFDSH�WKDW�\RX�KDYH�VHW�XS�
The Solution Manager has scheduled an EarlyWatch alert for all satellite
systems in the monitoring portal.

&KHFN�ZKHWKHU�WKH�MRE��60�(;(&�6(59,&(6�LV�VFKHGXOHG�
Display the jobs created by you in the Job Overview 60��.

&KHFN�ZKHWKHU�WKH�5)&�FRQQHFWLRQ�'(67B�6,'!BBB��LV�VHW�XS�
The RFC connection can be checked using transaction 60��.
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<RX�KDYH�QRZ�VXFFHVVIXOO\�VHW�XS�WKH�6ROXWLRQ�0DQDJHU�
<RX�FDQ�RSWLRQDOO\�FRQILJXUH�WKH�VDWHOOLWH�V\VWHPV�LQ�WKH�IROORZLQJ
H[HUFLVH�

� �2SWLRQDO��&RQILJXUDWLRQ�RI�WKH�VDWHOOLWH�V\VWHPV�
3.1 6WDUW�WKH�6HUYLFH�'DWD�&RQWURO�&HQWHU��WUDQVDFWLRQ�6'&&��WR�FRQILJXUH

WKH�VDWHOOLWH�V\VWHPV��6FKHGXOH�WKH�$XWRPDWLF�6HVVLRQ�0DQDJHU�
Call transaction 6'&&. Do not perform the 6HUYLFH�3UHSDUDWLRQ�&KHFN (first
dialog box).  Schedule the job $872B6(66,21B0$1$*(5 (second dialog
box). Choose 6FKHGXOH�$60 and then &RQWLQXH.

The 62/87,21B0$1$*(5 RFC connection from the satellite system to the
Solution Manager has already been created.

3.2 &KHFN�ZKHWKHU�WKH�VDWHOOLWH�V\VWHP�LV�VHW�XS�FRUUHFWO\�
4XHU\�LQ�WKH�6ROXWLRQ�0DQDJHU�ZKLFK�VXSSRUW�VHVVLRQV�FDQ�EH�UXQ�RQ
WKH�VDWHOOLWH�V\VWHP��7R�GR�WKLV��FKRRVH�5HIUHVK�6HVVLRQV�
A list of services that are to be executed on the satellite services is displayed
in the session overview table.

&KHFN�ZKHWKHU�WKH�MRE��$872B6(66,21B0$1$*(5��LV�VFKHGXOHG�
Display the jobs created by you in the Job Overview 60��.
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����3ULQWLQJ�IURP�6$3�V\VWHPV

����%DVLFV�RI�XVHU�DGPLQLVWUDWLRQ

����5HPRWH�FRQQHFWLRQV

����6$3�6ROXWLRQ�0DQDJHU
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l 2YHUYLHZ�RI�WKH�&&06�$OHUW�0RQLWRULQJ�,QIUDVWUXFWXUH
l 8VLQJ�WKH�&&06�$OHUW�0RQLWRU
l 0DLQWDLQLQJ�WKUHVKROG�YDOXHV�LQ�WKH�&&06�$OHUW�0RQLWRU

&RQWHQWV�

$W�WKH�FRQFOXVLRQ�RI�WKLV�XQLW��\RX�ZLOO�EH�DEOH�WR�
l ([SODLQ�WKH�FRQFHSWV�RI�WKH�&&06�$OHUW�0RQLWRULQJ�,QIUDVWUXFWXUH
l 8VH�WKH�&&06�$OHUW�0RQLWRU�WR�PRQLWRU�\RXU�V\VWHP
l $FWLYDWH�WKUHVKROG�YDOXHV�WKDW�DUH�VXLWDEOH�IRU�\RXU�V\VWHP

HQYLURQPHQW

2EMHFWLYHV�

6\VWHP�0RQLWRULQJ
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0RQLWRULQJ��:K\�DQG�+RZ"

l�:K\"
l 7R�HQVXUH�WKH�HIILFLHQW�SURFHVVLQJ�RI�EXVLQHVV�SURFHVVHV
l 7R�HQVXUH�V\VWHP�VHFXULW\�DQG�VWDELOLW\

l �+RZ"
l &HQWUDO�DQG�FURVV�V\VWHP
l :LWK�DQ�DOHUW�LI�DQ�HUURU�RFFXUV
l :LWK�KHOS�WKDW�SURYLGHV�FURVV�V\VWHP�GHWDLOHG�LQIRUPDWLRQ�LI�DQ�HUURU

RFFXUV
l :LWK�WKH�KHOS�RI�WKH�&&06�$OHUW�0RQLWRULQJ�,QIUDVWUXFWXUH�DQG�WKH

VSHFLDO�WUDQVDFWLRQV�FRQQHFWHG�WR�LW

n Processing a business process in the mySAP.com e-business world involves many components.
These components must be monitored, as both a gradual reduction in performance and a sudden
breakdown of a component could substantially affect the entire productivity. It is a task of the
administrator to regularly monitor the system landscape, and to be proactive, not only in the case of
errors.

n Example: A file system in which files of the SAP database are stored is 100% full. The database can
no longer extend the tables in the files. A user performs a business transaction in the context of
which a data record should be asynchronously added to one of these tables. The insert fails due to the
space problem in the file system. The database error is seen as so serious that the entire
asynchronous update process is automatically deactivated. All user sessions hang with the display of
the hourglass. The SAP system hangs. If the fill level of the file system had been regularly checked,
the administrator could have created space in other file systems and avoided the system downtime.

n Monitoring should be organized as efficiently as possible. There is not enough time for an
administrator to log on to each host component to check its status. An efficient monitoring structure
should be able to centrally display the entire system landscape. If an error occurs, the person
responsible is automatically notified. Tools should be provided for the analysis of errors that provide
cross-system detailed information about the problem.
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&HQWUDO�0RQLWRULQJ

1RQ�6$3�6\VWHP

6$3�6\VWHP�

6$3�5�����;

P\6$3�&RPSRQHQW

6$3�:HE�$6
&HQWUDO�0RQLWRULQJ

6\VWHP

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

6$3�6\VWHP�

6$3�5�����;

0RQLWRULQJ
6HJPHQW

0RQLWRULQJ
6HJPHQW

&(1

n The CCMS Alert Monitoring Infrastructure provides you with the possibility of monitoring a
mySAP.com e-business platform efficiently and centrally.

n The monitoring infrastructure must be installed on every component that is to be centrally monitored.
This is automatically the case for SAP R/3 4.x Systems. SAP R/3 3.x Systems and components on
which no SAP system is active are connected using CCMS agents.

n Each component collects its own monitoring data using the monitoring infrastructure and stores it
locally in the main memory. This part of the main memory is called the monitoring segment. You
can configure the size of the monitoring segment.

n An SAP system is selected as the central monitoring system. It should have as high a release status as
possible (at least SAP R/3 4.6C) and a high level of availability. In large system landscapes, we
recommend that you include a separate system for special tasks such as central monitoring, Central
User Administration, transport domains controller, or the Solution Manager. From a performance
point of view, the workload of the central monitoring system increases only insignificantly, as the
monitoring data is usually collected decentrally.

n The central monitoring system collects the monitoring data for the components and displays it in
various views. In this way, the administrator has a central view of the entire system landscape. If
errors occur, the administrator can jump directly from the central monitoring system to the
appropriate component to correct a problem in a detailed analysis.
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n The CCMS Alert Monitoring Infrastructure consists of three parts: data collection, data storage, and
administration.

n At the data collection level, special programs called data collectors monitor small subareas of the
mySAP.com e-business platform. Data collectors can be ABAP, C, or Java programs. There are over
100 data collectors in ABAP alone. Each data collector checks its subcomponent at regular intervals
and stores the collected monitoring data in the main memory of its host.

n At the data storage level, the area of the main memory that contains the monitoring data from the
data collector is called the monitoring segment. As the main memory data is always overwritten, it
can be permanently copied to database tables. You can then analyze the data later. The data
collection and storage parts must be present on every component that is to be centrally monitored.

n The administration level allows the display and evaluation of the data from the monitoring segment.
SAP provides an expert tool, the CCMS Alert Monitor (transaction 5=��) as a display transaction.
Alternatively, you can use the Solution Manager to display the data in a business process-oriented
context. If the system identifies a problem, it can execute an auto reaction, such as informing the
responsible person. The analysis method then helps you to investigate the problem.

n The CCMS Alert Monitoring Infrastructure can be extended. You can integrate your own
components using data collectors that you have written yourself. Third-party vendors and partners
can export the monitoring data from the monitoring segment using various interfaces.
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n The CCMS Alert Monitor (transaction 5=��) displays the monitoring data from the monitoring
segment in a tree structure. The tree structure allows a clear display when you are displaying a large
number of measured values.

n Any node in the tree is called a Monitoring Tree Element (MTE).

n The measured values that are collected by the data collectors are displayed at the lowest level in the
leaves of the tree. The leaves are called monitoring attributes.

n Threshold values can be stored for a monitoring attribute. SAP delivers default threshold values.
However, in order to customize the monitor as well as possible for your system environment, you
should check these threshold values, and adjust them if required.

n Monitoring attributes are bundled using monitoring objects at the second-lowest level. For example,
the monitoring object program buffer contains, among others, the attributes KLW�UDWH�and VZDS.

n All nodes at higher levels in the tree serve to structure the monitoring objects in a logical and clear
way, so that you can easily find the monitoring attribute that you require.

n The CCMS Alert Monitor displays various subareas of the monitoring data in various views. One
view can contain data from multiple SAP systems.
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CCMS Monitor Sets see also http://service.sap.com/systemmanagement)

SAP CCMS Admin  Workplace
SAP CCMS Monitor Templates

Availability: Selected Systems
Backround Processing
Buffers
Change and Transport System
Communications
Data Archiving
Database
Dialog Overview
Entire System
Operating System
Security
Spool System
Syslog
System Configuration
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����'LIIHUHQW�9LHZV�RI
2QH�,QIUDVWUXFWXUH

7KH�&&06�$OHUW�0RQLWRU

7UDQVDFWLRQ�5=��

n Calling transaction 5=���starts the CCMS Alert Monitor. To do this, choose 7RROV�→�&&06�→
&RQWURO�0RQLWRULQJ�→�$OHUW�0RQLWRU from the SAP Easy Access menu.

n SAP delivers the Alert Monitor with preconfigured monitor sets that you can use immediately. Every
monitor set bundles monitors that display various parts of the entire monitoring architecture, by topic
area. It is therefore easier to find the database area, for example.

n The delivered monitor sets can be different for each system. For example, a mySAP CRM system
contains a special set for monitoring the CRM scenario. There are, of course, special data collectors
connected with this that SAP delivers preconfigured with a mySAP CRM System.

n The monitoring data that monitors display can overlap. This means that the monitoring attribute hit
rate of the program buffer can appear in several monitors. For example, if you change the threshold
value for this attribute in one of these monitors, it is changed in all monitors.

n Some monitors, such as the monitor $YDLODELOLW\��6HOHFWHG�6\VWHPV�in 6$3�&&06�0RQLWRU�7HPSODWHV
monitor set do not initially display any data. This can be due to the fact that special Customizing
settings are required to start the underlying data collectors.

n To begin with, you will use the preconfigured monitors. Later, you can also create your own
monitors that display exactly the data that you require for your daily monitoring work.

n You can open a monitor by double-clicking its name.
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n After you have opened a monitor, the corresponding monitoring data is displayed in the form of a
tree. By clicking the � sign beside an MTE, you can expand the tree down to its leaves (monitoring
attributes).

n Alert threshold values for triggering yellow and red alerts are assigned to monitoring attributes. If the
threshold value condition is fulfilled, first a yellow, and then, if there is further deterioration, a red
alert is triggered. The color of the monitoring attribute is propagated to its parent node in the tree,
where red outweighs yellow. You can determine whether there is an alert in the tree from the root of
the tree.

n The monitor should support you in your daily work. After you have opened the monitor, there are
two views available to you:

é The &XUUHQW�6WDWXV view displays the monitor with the newest reported data.

é The 2SHQ�$OHUWV view displays the monitor with its history information.

n For example, there may have been problems during the previous night that have been corrected in the
meantime. In the &XUUHQW�6WDWXV view, the monitoring attribute is green, while it is displayed as red
in the 2SHQ�$OHUWV view. After you have ensured that there are currently no problems, you can then
investigate problems that have previously occurred. You can see the selected view in the upper part
of the monitor. You can switch views by choosing &XUUHQW�6WDWXV or 2SHQ�$OHUWV.
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